Success Stories

Transforming Vulnerability
Management for a Leading
Real Estate Firm

Critical Business Challenge

Headquartered in NYC, a nationally recognized leader in the commercial and residential
real estate industry, reached out to Quess GTS seeking a more robust solution to their
current vulnerability management program. This customer was exploring alternatives to
their cyber risk assessments, wanting to go deeper and more broadly into their integrated
vulnerability management program and overall security & cyber security processes.

The customer goals emphasized the considerable difference between what they currently
use versus what they required to manage and prioritize Cyber risk. One priority issue, was
the lack of prioritizing asset vulnerabilities. Assessing risk and directing remediation efforts
efficiently requires modern vulnerability management solutions.

5E Partnership

As part of our Quess Guard Cyber solutions, we leveraged Tenable's Vulnerability
Assessment as a best of breed component. Tenable offers a robust vulnerability
scanning solution to meet every need. Quess GTS has the experience to design and
Implement these solutions.

While some solutions find vulnerabilities to various levels of accuracy, they often
generate substantial amounts of data that often lack context. This makes
prioritization and remediation activities difficult. Tenable’s VPR (Vulnerability Priority
Rating) technology handled all types of vulnerabilities and provided the client
actionable Dashboards, provided as part of an integrated portal, to provide context
for prioritization and guiding the remediation process.

Quess GTS provided significant consulting and implementation value to our client by
identifying gaps in their current process, implementing the Quess Guard Cyber
Tenable component, and deploying the architecture required to manage their hybrid
environment of Cloud-based and on-premises systems. The architecture was a mix
of on-premises Tenable Nessus scanners for on-premises assets and Microsoft Azure
Connectors to assess their Cloud resources.
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Solution

Our Quess Guard Cyber Solution leveraging Tenable Nessus is providing benefits for
discovering, assessing, and monitoring issues, while the Tenable.io component
facilitates prioritizing cyber risk and remediation and enforcing policy across its
diverse IT environment.

The security team has gained operational efficiency from informed decisions based
on timely, prioritized information about cyber risk. Quess GTS offers a complete suite
of products to our clients, either as individually managed services or integrated into a
SOC-as-a-service offering. From traditional assets such as network devices, servers,
and workstations, to web applications, containers and cloud services, our Quess
Guard Cyber solutions leveraging Tenable have the vulnerability scanning capability
to meet every need.
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